
PI_D2_GTIRT17-01 030_SECTION_ 4.1_SPPT _DOC_xii 

Dynamic risk assessment 

Official- Ops Security I Official- Health & Safety 

New policy number: 342 

Old instruction number: 

Issue date: 20 January 2004 

Reviewed as current: 31 August 2016 

Owner: Head of Incident Command Policy and Operations Review Team 

Responsible work team: Incident Management Policy 

Contents 

Key point summary 2 

1 I ntrod ucti on 4 

2 Terminology 5 

3 Background 5 

4 The safe person concept 6 

5 The dynamic risk assessment process 6 

6 Operational discretion 8 

7 Evaluation of performance 10 

8 Bibliography 11 

Document history 12 

LFB00000236_0001 



PI_D2_GTIRT17-01 030_SECTION_ 4.1_SPPT _DOC_xii 

Key point summary 

Dynamic risk assessment 

There is a balance between ensuring firefighter safety and carrying out the role of the fire and 
rescue service. This is known as the Firefighter Safety Maxim, and is as follows: 

"At every incident the greater the potential benefit offire and rescue actions, the greater the risk 
that is accepted by commanders and firefighters. Activities that present a high risk to safety are 

limited to those that have the potential to save life or to prevent rapid and significant escalation of 
the incident." 

When attending operational incidents to ensure the safety and wellbeing of operational staff it 

will be necessary to carry out Dynamic Risk Assessments (DRA) at regular intervals. The DRA 
process consists of 5 steps: 

• Step 1: Evaluation ofthe situation, task and persons at risk 
At the earliest stages of an incident, it is necessary to gather information from all available 

sources, evaluate the situation and then apply professional judgement to decide the most 
appropriate course of action. Hazards must be identified and the risks to personnel, the public 

and the environment considered. 

• Step 2: Select safe systems of work 
A review of the options available must be carried out and the most appropriate course of 

action selected. The selected safe system of work must have due regard for the relevant 
operational policy and any generic and site-specific planning; these should be practiced with 

personnel through training interventions. 

• Step 3: Assess the chosen systems of work 
Once a system of work has been selected, it is necessary to assess whether the risks involved 

are proportionate to the potential benefits of the outcome. 
If the benefit of carrying out the chosen system of work is justifiable in terms of the risks 

involved then it is permissible to proceed with the task, ensuring that: 
• team and individual objectives are communicated through clear briefings; 

• limits of authority and responsibility have been clearly defined; and 
• safety measures are understood and lines of communication are confirmed. 

• Step 4: Introduce additional control measures 

Where possible the risks to personnel should be eliminated. However, it is not always possible 
to control or mitigate all risks in the working environment. Where this is the case it will be 

necessary to reduce any remaining risk to an acceptable level by introducing additional control 
measures. 

• Step 5: Reassess systems ofworkand additional control measures 

When a safe system of work is in place an element of risk may still remain. Where risks remain, 
the benefit from carrying out the required tasks should be reviewed on a continual basis 

against the possible risks, taking into account any changes in the prevailingsituation: 
• if the benefits outweigh the risks, proceed with the tasks; 
• ifthe risks outweigh the benefit do not proceed with the tasks, but consider viable 

alternatives. 
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Operational discretion 

To achieve specific objectives, operational discretion em powers individuals to adapt or move 

away from operational policy if it is justifiable in terms of risk versus benefit. Any move away from 
policy should be the minimum necessary to achieve the objective(s), in order to minimise 

exposuretothe increased levels of risk. 
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1 Introduction 

1.1 There is a balance between ensuring firefighter safety and carrying out the role of the fire and 
rescue service. This is known as the Firefighter Safety Maxim, and is as follows: 

"At every incident the greater the potential benefit offire and rescue actions, the greater the risk 
that is accepted by commanders and firefighters. Activities that present a high risk to safety are 

limited to those that have the potential to save life or to prevent rapid and significant escalation of 
the incident." 

1.2 Risk assessment is a term used to describe the process where the likelihood and severity of an 

adverse outcome occurring is considered. Different types of risk assessment process are used in 
differing circumstances. 

1.3 Risk assessments are fundamental to the design of all operational policies, training and the 
selection of equipment. Generally a record of these assessments is required and these are made 

available to regulatory authorities, such as the HSE, on demand. 

1.4 Risk assessments are also used to consider impacts on the Authority in relation to: 

• financial risk; and 

• public expectation. 

The Authority has policies for completing formal risk assessments. 

1.5 When responding to operational incidents, the fire service is required to deal with dynamic, 

hazardous situations where there may be risks to the public, Authority personnel, those from 
other responding agencies and the local environment. In such circumstances, risks must be 

carefully considered against potential benefits and minimised before exposure to the risk is 
accepted. 

1.6 A formal risk assessment for everytype of operational scenario is not possible, and time 
constraints at an incident are likely to require a rapid response. 

1.7 This policy provides guidance for all operational personnel on the use of Dynamic Risk 

Assessment (DRA) in the operational and training environment. The DRA model describes the 
thought processes and actions that should be used to implement a safe system of work. 

1.8 This policy must be read in conjunction with Policy number 673- Risk assessment policy, Policy 
number 341 -Decision making model, and Policy number 828- Recording decisions at incidents 

1.9 At all incidents and training events the Incident Commander (I C) will make decisions about the 

course of action taken based on information available at the time, the incident objectives, the 
incident plan and the likely benefits oftakingaction. 

1.10 To be effective DRAmust be a continuous process undertaken by all personnel in the operational 

and training en vi ronm ent. This must always include carrying out an initial risk assessment, 

assessingall hazards and implementingsuitable control measures. 

1.11 If there is a need to apply operational discretion at an incident (see Section 6, below) the rationale 
behind the decision, along with the control measures that will be implemented, must be recorded 

as per Policy number 828- Recording decisions at incidents. 

1.12 The Authority fully accepts that the operational environment may create moral dilemmas and that 

decisions will need to be made in hazardous and fast movingsituations. The Authority will judge 
individual decisions based on information that either was or should have been known at the time. 
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Decisions will be reviewed against what was reasonable in the circumstances and whether the 
risks taken by firefighters were appropriate in the circumstances. 

1.13 The approach set out in this policy is consistent with the Health and Safety Executive's (HSE) 

guidance Striking the balance between operational and health and safety duties in the Fire and 
Rescue Service. This guidance assists the Authority in balancing the risks involved with 

protecting the public and property, while meeting the Authority's health and safety at work 
obligations to protectstaffand others. 

2 Terminology 

2.1 Within this policy a number of definitions need to be understood: 

(a) Hazard- Something with the potential to cause harm. 

(b) Risk- A measure of likelihood that the harm from a particular hazard will occur, and the 

possible severity of the harm. 

(c) Risk Assessment- The process of identifying hazards, who and/orwhat is at risk from 

those hazards, the likely severity of that risk, and the control measures required to minimise 
or eliminate the risk. 

(d) Risk/benefit analysis- A comparison between the risk assessment, and the potential 

benefits from a particular course of action. 

(e) Safe system of work (SSoW) -A method ofworkingthat is designed to eliminate, or 

otherwise reduce risk.ASSoW requires a combination of a risk assessment, operational 
procedure, training, equipment and Personal Protective Equipment (PPE). Within the 

Authority SSoW are described within operational policies. 

(f) Decision logging -A means of recording decisions made at an incident, which includes 

the rationale behind the decision making. 

(g) Professional judgement- The intelligent application of relevant training, knowledge and 

experiencewithinthe context of operational incidents or training events, to make calculated 

decisions about the course of action appropriate in the circumstances. 

(h) Operational discretion- The ability to adaptor move away from a policy where this is 

necessary and justifiable in terms of risk versus benefit. Any move away from policy should 

be the minimum necessaryto achieve the objective(s), in order to minimiseexposuretothe 
potentially increased levels of risk. 

3 Background 

3.1 The HSE's Health and Safety Guidance 65 (HSG 65) states that there must be a risk assessment 
for each significant activity carried out in the work place and that a written record should be made 

of significantfindings. 

3.2 The three main areas of risk assessment relevant to incidents and operational training activities 

are: 

• Generic risk assessments (GRA) -these are nationally produced, and provide statements of 

risk and possible control measures which apply to the fire service as a whole. They are based 

on a broad range of information gained from operational experience in all UK fire services and 
are intended to support the creation of locally based risk assessments and operational policies. 

• Locally produced risk assessments- created by the Authority and based on the GRAs. 

These result in the creation of detailed operational policies and the determination of a pre-
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determined attendance (PDA)for specific incidenttypes, as well as informing decisions 
regardingappropriatetraining, equipmentand PPE. 

• Dynamic risk assessment- this is where the IC gathers information about the incident or 

training event that they are attending, and devises a plan to deal with the prevailing situation 

based on the identified hazards and risks. This will result in the appropriate control measures 
being applied to ensure SSoW are established and maintained. To be effective, DRAmust be 

a continuous process undertaken by all personnel in the operational and training environment. 

3.3 On the incident ground the sendingoftactical mode on all messages confirms that the risks on 

the incident ground have been assessed, and that a SSoW has been implemented (see Policy 
nunber 435- Tactical mode procedure). 

3.4 Whether to proceed with an activity is dependant upon the likely benefits to be gained. In a 

highly calculated manner, operational personnel: 

• will take some risk to save saveable lives; 

• may take some risk to save saveable property; 
• will not take any risk to save lives or properties that are already lost. 

4 The safe person concept 

4.1 The safe person concept can be defined as being "the right person, doing the right job, with the 
right equipment, at the right time". 

4.2 This phrase describes a person who has received appropriate training, has been assessed as 

performing to an appropriate standard and possesses the relevant skills to carry out the task. 
(Policy number 597- LFEPA Health and safety policy). 

4.3 The task must be clearly defined for the person undertaking it and all others involved and 
understandingshould always be confirmed. 

4.4 The right equipment should be available and used to complete a given task or tasks. Any 

improvisation must be justified in terms of whether it is necessary to save saveable life or reduce 
the risk offurther injury. 

4.5 The safe person concept includes the personal responsibility for all operational personnel to take 
reasonable care for their own and others' health and safety. This includes an obligation to co

operate with the Authority by following its policies (unless adeviationfrom operational policy can 
be justified by an appropriate application of operational discretion, as explained in section 6 

below). All operational personnel must be able to: 

• identifyhazards; 
• evaluate risks; 

• selectSSoW; 
• implementactionto eliminate or control risk; and 

• evaluate how effective that action is. 

5 The dynamic risk assessment process 

5.1 The process ofDRA is completed by undertaking five sequential steps: 

(a) Evaluation of the situation, task and persons at risk; 

(b) SelectSSoW; 

(c) Assess the chosen systems of work; 
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(d) Introduce additional control measures; and 

(e) Reassess systems of work and additional control measures. 

5.2 These steps may need to be completed in rapid succession at an operational incident to ensure a 

suitable and sufficientSSoW is implemented in a timely manner. 

5.3 On many occasions, it will be necessary to formulate a course of action and SSoW based on 
limited and incomplete information. The IC also needs to appreciate that not all the information 

they receive at an incidentwill be accurate, for example signagethatapplies to businesses that 
have closed down or from occupants who provide incorrect information. 

5.4 The IC must identify and evaluate new information and review the DRAprocess at regular 
intervals, to ensure that the selected systems of work and control measures remain appropriate to 

the task/incident. 

Step 1: Evaluation of the situation, task and persons at risk 

5.5 At the earliest stages of an incident, it is necessary to gather information from all available 
sources, evaluate the situation and then apply professional judgement to decide the most 

appropriate course of action. Some ofthe information gathering process may take place before 
arrival at the scene, for example, by noting any visible signs en-route, via information provided by 

Brigade Control, or through planning following7(2)(d) familiarisation visits. Hazards must be 
identified and the risks to personnel, other agencies, the public and the environment considered. 

Step 2: Select safe systems of work 

5.6 A review of the options available must be carried out and the most appropriate course of action 
selected. The selected SSoW must have due regard for the relevant operational policy and any 

generic and site-specific planning. All planning should have been practiced and confirmed with 
personnel through training interventions. 

5.7 Where there are no operational policies available, or an existing operational policy requires 

adaptation so that the IC's objectives can be met, then operational discretion may be considered 
at this point (see section 6, below). 

Step 3: Assess the chosen systems of work 

5.8 Once a system of work has been selected, it is necessary to assess whether the risks involved are 
proportionate to the potential benefits of the outcome. 

5.9 If the benefit of carrying out the chosen system of work is justifiable in terms of the risks involved 
then it is permissible to proceed with the task, ensuring that: 

• team and individual objectives are communicated through clear briefings; 

• limits of authority and responsibility have been clearly defined; and 
• safety measures are understood and lines of communication are specified. 

5.10 In all ofthe above activities, the understandingofthe person receiving the briefing/information 
must be confirmed. 

5.11 lfthe risk of carrying out a system of work cannot be justified in terms of the benefit, then it is 
necessary to go back to Step 2 and select a different system of work. 
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Step 4: Introduce additional control measures 

5.12 Where possible the risks to personnel should be eliminated, however it is not always possible to 

control or mitigate all risks in the working environment. Where this is the case it will be necessary 
to reduce any remaining risk to an acceptable level by introducing additional control measures. 

Step 5: Reassess systems of work and additional control measures 

5.13 When a SSoW is in place an element of risk may still remain. Where risks remain, the benefit from 
carrying out the required tasks should be reviewed on a regular basis against the possible risks, 

taking into account any changes in the prevailingsituation. When the tasks have been reviewed: 

• if the benefits outweigh the risks, proceed with the tasks; 
• ifthe risks outweigh the benefit do not proceed with the tasks, but consider viable 

alternatives. 

6 Operational discretion 

6.1 Due to the fast-moving and varied nature offire service operations, it is not possible for the 

Authority to provide explicit guidance that will satisfactorily cover all situations. On the rare 
occasion that operational guidance does not meet the needs of the incident ,ICs can adapt or 

move away from an operational policy where this is necessary and justifiable in terms of risk 
versus benefit. 

6.2 When creating a tactical plan or strategy ICs must consider: 

• whether there is a need to take any action at all considering the benefit to be gained; 
• the speed and weight of attack; 

• the hazards and risks that can be reasonably foreseen and assessed; 
• the skills of the personnel and the equipment available to them; 

• the capabilities and limitations of personnel and equipment; 
• whether all of the above fits a planned scenario or could be reasonably adapted to the 

circumstances; and 
• Implementing and maintaining a safe system of work (SSoW). 

6.3 The decisionto moveawayfrom operational policy should be based on 'professionaljudgement' 

enabling the IC to make calculated decisions about the course of action appropriate in the 
circumstances. 

6.4 When considering using operational discretion, it should be remembered that knowledge of 

current policies, practical skills, operational experience, an understanding of the risk assessment 
process and its application will affect the tactics being considered. 

6.5 An inexperienced IC may not be able to exercise the same degree of operational discretion as a 
more experienced officer because their level of skill, understanding and experience may not 

enable them to recognise the increased hazards and risks, and the subsequent control measures 
necessary to deviate from the prescribed operational policy. 

6.6 Any increase in risk to personnel, equipment and/ or the environment must be balanced against 

the perceived benefit to be gained. 

6.7 An IC can adapt policy (exercise operational discretion) only having assessed their intended 

actions and the likely impact. Under these circumstances and in order to minimise exposure to 
increased levels of risk: 
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• any move away from operational policy must be justified in relation to risk versus benefit, for 
example rescuing saveable life or, on occasions where the nature of any property under threat 

justifies some increased level of risk being taken, such as irreplaceable national heritage sites 
or content; 

• firefighters must not be put at unnecessary risk and the same priority for human life should not 
be given to animals or property; 

• in order to minimise exposure to the increased levels of risk, any move away from policy 
should be the minimum necessaryto achieve the objective(s); 

• extant operational policy must be returned to as soon as possible after operational discretion 
has been exercised; 

• the reasonsforadaptingoperational policywill need to be proportional to the degree of 
adaptation undertaken i.e. a significant move away from an established policy will require 

correspondingly high levels of benefit; 
• ifthe IC considers that a course of action is required outside of operational policy (i.e, that 

operational discretion is to be applied), they mustensurethatsufficientcontrol measures are 
implemented to reduce the risk ofinjurytofirefighters and others who might be affected by 

fire service operations, to as low as reasonably practicable; and 
• the use of operational discretion must be recorded as soon as practicable as per Policy number 

828- Recording decisions at incidents. 

6.8 Situations where the use of operational discretion may be appropriate include: 

(a) rescue a saveable life in the circumstances where implementation of the full policy would 

lead to an unjustifiable delay, resulting in the potential for greater injury or lives being lost; 
(b) tackle a known small fire through a pre-emptive strike, where the adherence to policy would 

lead to delay and thereby create higher levels of risk forfirefightersto extinguish a fully 
developed fire; and 

(c) where no action by the Authority may cause the public to place themselves at risk and 
therefore escalate the incident (e.g., child in a lake). 

6.9 lt should be noted that any use of operational discretion at fires should not compromise the use of 
all available PPE (includingBreathingApparatus). This does not mean that PPE cannot be relaxed 

at specific incidents, such as grass fires, following a risk assessment.lt is imperative that Breathing 
Apparatus entry control policy should always be adhered to, and any attempt to fight fire should 

only be undertaken when a suitable water supply and weight of attack can be provided. 

6.10 Where operational discretion is exercised a priority message describing the situation and actions 
being taken must be sent. 

Example priority message: 
"From ..... at ...... operational discretion in use, one firefighter entered canal to rescue child, 
TMO". 

This will inform monitoring officers the Operational Review Team (ORT) and other resources 
attending or monitoring, enabling them to offer additional support and guidance and start the 

evaluation process. A Senior Accident Investigator (SAl) will also be informed (See section 7 
below). 

6.11 A full informative message should follow as soon as possible as per Policy number 518- messages 
from incidents. 

Example informative message: 
"F ram. .. . at ...... One fire fighter entered wat ert o rescue chi Id, pers anal float at ion device, water 
rescue line, spotters and rowing boat in use. TMO". 
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6.12 As stated, extant policy must be returned to at the earliest opportunity. At this time a further 
informative message should be sent. 

Example informative message: 

"From. ... at .... Operational discretion now no longer being applied. Water rescue procedure 
implemented, TMO". 

6.13 A full informative or stop message should follow the return to policy at the earliest opportunity. 

6.14 Operational discretion does not permit personnel to wilfully disregard policy where there is no 
justification in doing so. 

6.15 Operational discretion cannot be used as an explanation for action or inaction post incident, 
unless the initiating officer can justify their actions and has recorded the rationale for these 

actions in accordance. 

6.16 To ensure capture of the situation and decisions leading to the implementation of operational 
discretion, the IC mustensurethatthey complete the key decision log in accordance with Policy 

number 828- Recording decisions at incidents. 

6.17 The implementation of operational discretion will require a review of the actions taken to 

determine the situation, rationale, and desired outcome. The review will need to take into 
account extant operational policy in order to determine whether: 

• The actions were justifiable and reasonable as the situation was unforeseeable and extant 

policy/SOP was not in place to achieve the desired outcome; or, 

• The actions were unjustifiable as the situation was foreseeable and extant policy/SOPwould 

have provided aSSoW to achieve the desired outcome. 

6.18 If an immediate reviewdeterminesthatactions were deemed to be justifiable, then this may 
require a change to the relevant policy risk assessment. Any change to the policy risk assessment 

may also require a change to the relevant brigade policies to ensure that there are correct and 
safe procedures in place. 

6.19 However, if the review determines that actions were unjustifiable then further managerial action 

will be needed to address the development needs of the individual that made the decision to 
implement operational discretion. 

7 Evaluation of performance 

7.1 The DRA process plays an important part in the overall assessment of risk in the operational 
environment. Information gained or lessons learned should always be recorded using the 

Incident Monitoring Process (IMP) database (Policy number 414 -Incident monitoring process). 
Information placed on the IMP will be the subjectoftrend analysis and forwarded to the 

appropriate departments for further consideration. 

7.2 Information recorded on the IMP enables a review of organisational policies and performance of 

teams and individuals. This process is used to inform and refine best practice, the results of which 
are published in Operational News or other communication methods and may be incorporated 

into operational polices and training. 

7.3 Post-incident reviews including Performance Review of Operations (PRO)sand Performance 
Review of Command (PRC) should include areviewofDRA. Topics to be discussed during post 

incident reviews should include: 

• the accuracy of the risk assessment; 
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• the effectiveness of operational policies and equipment; 
• the success of the strategies or tactics applied; 

• the appropriateness of the strategies and tactics em played; 
• the level of knowledge and skills demonstrated by teams and individuals; 

• the effectiveness ofSSoW; 
• the reasons why a modified system of work was successful; 

• identification of unforeseen hazards or risks; and 
• application of operational discretion- reasons for deviating from planned system of work. 

7.4 SAis are informed in order to determine whether any further analysis is required of the decision 
to implement operational discretion. 
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